Network Security Situation Awareness (NSSA) technology has been extensively studied in multi-data analyzing research these years. In this paper, we use a historical war story to explain the key points in situation awareness, present the conceptualizations and challenges aspects of NSSA, and discuss the methodologies of solving these problems. We provide an evaluation method for network security situation, and represent how to apply this method to NSSA. A multi-level analysis framework for NSSA is presented to demonstrate the advantages and effectiveness by using this method.
Introduction
Network Security Situation Awareness (NSSA) has been studied for more than ten years, and we have derived many definition and descriptions about this technology, while we also see that the research is in its early stages and has some critical issues to be resolved. Firstly, NSSA is a conception pertinent to assessing and showing the global and comprehensive situation of network security [1] [2] [3] [4] , so it requires people to collect all kinds of data and analysis for as many dimensions as possible in order to reflect the macroscopic pictures. Secondly, a uniform standard for estimating network security situation is needed [5] [6] [7] . Thirdly, there is a severe lack of methodologies to form comprehensive perception of the current network security situation from the multi-sources data [8] [9] [10] . Lastly, it is very hard to predict the future trend of network security situation effectively and even precisely [11] [12] [13] [14] .
see Fig 1(a) , which is considered as a three-level processing model of perception, comprehension and rk we would like to do some research on refining each step process in network security area to gain a global awareness.
This paper is an endeavour to discuss how to do assessment on a kind of situation, including how to choose key elements and how to organize the elements for creating a coordinate for evaluation, and then to apply this method to the network security field for the purpose of finding an appropriate logical process in NSSA. Finally, we propose a multi-level analysis framework in NSSA which provides a prototype of comprehension process and is flexible enough to extend its analytical capabilities. 
A War Example for Assessment in Situation Awareness
At the very beginning Situation Awareness comes from the wars, so we take a classic war story, the Battle of Red Cliff, as an example to explain the key points in each level of SA. It was fought in 208 AD between the allied forces of Liu and Sun and the superior forces of Cao, see Fig 1(b) . Firstly, Cao sent Sun a letter boasting of commanding 800,000 men and demanding Sun's surrender. Then, Sun convened all his counselors to assess the situation, and some advocated surrender citing Cao's overwhelming numerical advantage, however, the other Sun's chief commander presented arguments to persuade Sun to agree to the alliance against the Cao s forces. How did Sun make this most critical decision? What had he aware about the situation Numerical Analysis: Although Cao had boasted command of 800,000 men, Sun estimated Cao's actual troop strength to be closer to 220,000, including 150,000 from the far north and 70,000 surrendered recently from deceased former-lord. And with the 15,000 soldiers that Liu had gathered, the alliance consisted of approximately 95,000 soldiers, including 50,000 marines who were trained and prepared for battle. Influencing Factors Analysis: We compared the main factors that have effect on how much potential power can be played out between the two forces in the following The results expected: After the comparison on influencing factors of both sides, Sun got to know that though he does not have equivalent size of ground forces, he had greater advantages on the other factors that listed in table1, such as they are better adapted to the environment and their forces have more confidence in each other, to name a few. He realized that to win all these unviewed influencing factors were real battles, which could reverse the balance of strength for the two sides. Then he acquired the reasonable expectations that he could win the battle if he manage to find the defects of the enemy forces and scale down enemy s strength essentially by chasing victories on the factors he had advantages, and when he get a chance to organize superior fighting capacity, then he will win, see The above three steps of Battle Situation Awareness is corresponding to the three-level SA model. They can be concluded as following points:
Perception: Recognize the enemy, then detect and determine the basic properties (e.g. the basic forces power and the structure of the troop) and the effective factors(e.g. the influencing factors for forces strength) of the target objects including both enemies and themselves, Comprehension: Identify main influencing factors and organize these factors to evaluate how much impact will have on the current situation (e.g. the balance of the effective strength for both sides) based on action rules. This kind of evaluation will lead to a changing status of current situation along with the relevant factors playing roles in progress. The action rules varied very much for each factor, but they can be evaluated by how much do they have effect on the core strength, Projection: Make assumptions of all the branches that can be take based on current situation status and give assessment on each critical point on the path. We can view it as a decision tree, the node of tree contains a core status which reflects the balance of favorable and unfavorable strength, the next node depends on the changes of important factors that can be affected by our decisions or some outer impacts. From these processes we note that the input of assessment is the factors and relations derived from perception step. And the output of assessment is a comparison of two strengths, direct mark of the situation stat, which plays a key role in both comprehension step and projection step. In the comprehension step, assessment show us what the current situation is, and in the projection it step show us what situation will be if some particular factors change.
So if we want to assess the situation we need to clear the important points as following:
Evaluation standard: situations always have its two sides for us, good side and bad side, and we need to clarify the core strength of the two sides, and the comparison of these two strengths mainly compose the evaluation standard.
Main factors: there are many factors that have important impact on the evaluation standard contained in the enemy side, our side and also environment. Some of the factors can scale up the power to be played out, some may play a restricting role. Evaluation rules: these rules reflect the relation between each evaluation factor and the evaluation results and even describe how to combine multi-factors together to raise effect on the final results. These rules generally direct the calculation of the situation exponent which represents the comprehensive stat of the specified situation. While all these three points have been identified and investigated, it is feasible to gain the comprehension of any kinds of situations by evaluating the current factors and forecast the changes of situations by evaluating the possible factors in the near future. Hence, we can regard the data generated by Perception as the input of evaluation, and regard the output of evaluation as the measure of Comprehension and Projection result.
Apply evaluation methodology in Network Security Situation Awareness
Internet is a huge device for people to transfer information. It connects all types of computing equipment together by forming a virtual space which is named cyber space. The security situation in this virtual world is called Cyberspace Situation or Network Security Situation. We are dedicated to evaluate the security situation of cyberspace by the methodology aforementioned. Before evaluation we have to clear and define the environment and the working principle in the cyberspace. Then we explore through this virtual environment to find out the contrary strengths that can be chosen as the evaluation exponent, the factors that could affect situation notably, and the rules that every factors comply within cyberspace.
Model on Network Security Situation
Network environment is very complex, it consists of all kinds of computers, operating systems, services and programs, while it also can be simply concluded as a system to transfer data. By defining its single working pattern as transferring data, the network environment can be simplified as a world made up of many castles which are connected with highways, in the castle there are some houses filled with gold coins and some workers working in the house, their work is very easy, just send letters out to another place that connected by roads, see Fig 3(a) . If the workers make mistake then they may send out a gold coin, if they have weakness then they may invite in some intruders who are intended to steal the gold coins or be controlled by someone to send out the gold coins.
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In this model, we consider the local networks as a castle, view the computers as houses and view the operating system and programs as the workers. The network security problems are abstracted as a mission to keep the gold safe in its house.
Evaluation of Network Security Situation
The network security situation is always studied in a local network background, so we set the discussion in a local network environment. Based on the model aforementioned, the key point of measure network security situation is how well we can keep gold safe, and on the opposite side it also can be measured by how easily to steal the gold. Because it is hard to measure how well we keep gold safe, and the possibility of the gold coins be stolen is measurable, so we choose the later approach to do the evaluation.
The three main factors to lead to gold coins lost include the frequency of each worker makes mistake, the weakness of the workers who are easy to control. The frequency of workers to make mistake is a statistic data which is relatively stable. The weakness of the workers means they are more easily to take control of, and if the new weakness ranked a lower level, then the more intruders will have the ability to take control of the workers, so it plays a scale up role in the calculation.
Evaluation of the Network Security Situation is a process to count out the possibility of lost data from the internal users, and combine the vulnerabilities and historical intruders quantity scale to speculate on the possibility of being controlled by intruders. At last we add the two evaluation exponents together as the result of evaluation, see Fig 3( 
b).
This theoretical method is a direction of getting comprehensive knowledge of Network Security Situation. It emphasizes the importance to form logical relation among the situation factors other than mixing all the low level data together via variety of analysis methods. As we do evaluation based on a higher level knowledge, we encounter new challenges as following:
Identification: situation factors is a virtual object to be identified, so there have to be some specific identification methods for every kinds of low-level data to assign data to the right factor objects; Relation rules: Network environment is sing sensor tools in the network, so it is hard work to work out the relation among the factors manually. To implement this method, we have to resolve these problems beforehand.
Design of a multi-level analysis framework of NSSA
We derive a multi-level analysis framework of NSSA, see Fig 4(a) , which make a little change from Endsley s three level model of situation awareness. First it proposes that every kind of data should have a corresponding process engine for identifying the data belong to a particular factor. Second, it divides the perception into two parts, factor identification and relation rules, because the purpose of perception is to get knowledge of who will take part in the activities and how they act. Last, it clarifies that the core process of NSSA is situation evaluation, and this process will generate the knowledge of current situation and then forecast the situation in two days or a week time.
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The accuracy of evaluation and forecast mainly depends on the integrity of information we get, so we should make it a scalable framework to extend new data acquisition capabilities.
Conclusion
This paper displays the challenges of Network Security Situation Awareness, and tries to give the corresponding resolutions. We point out that the relationship between the situation evaluation and the situation awareness, and then propose a method for situation evaluation. At last, we introduce the multi-level analysis framework for Network Security Situation Awareness. While there are still some detail methods should be studied deeply, and we will give a further discussion in the future work.
